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Abstract: Inter-domain routing system, domain name system (DNS) and public key infrastructure (PKI) are the fun-
damental infrastructures of the internet. These infrastructures help to provide network connectivity, service availabil-
ity and communication trusts between different internet entities. However, these infrastructures are all designed based
on a centralized system architecture or a trusted model, which suffers from many vulnerabilities. An architecture
called decentralized internet infrastructure (DII) based on decentralization techniques was proposed. The DII archi-
tecture consists of three layers. The underlying layer was the distributed ledger layer, providing decentralized trusted
foundation for DII. The intermediate layer, called name space management layer, fulfills the management of internet
core resources (such as IP addresses, AS numbers and domain names) and provides trustworthy mapping information
between different resources. The top layer was an open application layer that could support trustworthy decentralized
internet applications.
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200) A1 (500, 100, 200) , AS600 HRH ki i
IR, RIE AS400 Fik 20.20.0.0/16. 4552,
AS600 1 H ik 20.20.0.0/16 (K37 AR S5 2
AS400 1,

5T DI &%, wLCKRH W R BGP #1246
UE 7 VR A BGP 425804 .

AS I3 ] Ul AE 2 (1 J7 A AE DI E ok

NLRI: 20.20.0.0/16
AS path: (100, 200)

NLRI: 20.20.0.0/16
A path: (500, 100, 200)

AS600
\ NLRI: 20.20.0.0/16

' AS path: (400, 200)

NLRI: 20.20.0.0/16
AS path: 200

9 BGP M1z

MAIAL AS Z IR IARE R, HALNY S5 UE
RATHE T A% AS MEIESIA#, Riukmid s,
% AS [RA8 s K R 2 HAR Y S5 N DII R SE. H
T RATERG B2 FEHEA AS RS FRF
N, 25 1% AS, Bk, AS [WITIE
PWHBEASAVR A REE S, B DI &4
YeP AS ABJE R RE L LA H S . B
i3] BGP A S AN, AT BUR A DI & 48
YEFPIK) AS BHIAJAR J5 2K &, %) BGP AS path {7 B
AT BRI -

SR LI 9 il AR AS200 KA AR fE ¢
RILE 1, 4 AS600 W3] AS400 KA AS path
(400,200, A] LAl i3 2 1 3 1FE AS200 [F] AS400
I () 4F e oG R AT 5 ko AR AS200 WA K& A )
AS400 () 6 oS 5, W] AS200 WA [F] AS400
AL AR R G R . BRI AS600 1T LU G HY
AS400 7% H1 1) BGP path {i5 8 4 B A .

F 1 AS200 £HmrytgE 4P EAR R

ASN LBJE ASN £33

200 100 PAEH (provider)

200 300 WEEH (peer)

5.3 BGP Rt
HIFE TRMTS4H (IETF) HIkRdE RFC7908!!
EFXT BGP # Bl BE AT T 0028, ARSI 1%
RFC 5 SCIVIHT 4 Ptk gtk g5 220 (0 ide. Rk
R R AU T
o AS KB H B 10 B R R s T oAl
(AL s
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o AS H5HEI IS T 5 T A
X5 5
o AS H BRI E1 B UL I3 A 3 4 TR
=y
o AS A5 R R L A T
LR -

AS200 W3k B $2 R AS100 1 HI &
30.30.0.0/16, 4 T E X5 AS300, %AT
JfFE Bk BGP it g 288 3, W& 10 Jros.
AS300 A LA 1) BGP JLiZ it AS200 it i T
A% 30.30.0.0/16, W% AS300 £ 30.30.0.0/16 [
AL AS200 5 , F I PR R 5] £
AS200, 4t AS200 fi#AE AL, W HEFEUL
T R ALIR B HE B 5T

NLRI: 30.30.0.0/16
AS path: 100

NLRI: 30.30.0.0/16
AS path: (200, 100)

K 10 BGP it

DIT 28 45 5 A3 (¥ 45k 1) 08 Jaf O &% [A) A% Al Wl LA
FF BGP % it g A . BAE 10 fl, R
AS200 KATABIERARINE 1. 2 AS300 Wk
EOA A5 AS200 TR EFT i B, wLGE
) AS SRIA) 4R 5 Ok R 455 AS path X #% H I 5
Ay PEREAT A . i AS path (200, 100)
1350 AS200 KA () ik H AS100, 3 i 35k (A
A JE Kk REAFSN AS100 & AS200 [HHEALR .
AS200 K5k HIRHBEE AS100 [T 28 K% 45 % 55
# AS300, ¥4 BGP i itz 25 3, il
BGP i th ittt 75
54 EHiL LRI A HERIZE

A48 W Sl () AT M R 2Ll I PRI F 5 R £
B Y 2S5 B IR SE B 3044 1) BT A BRI 78 3 1)
B Gy . K AR LI A B A ALIE B IR UE 3 B P
) DV EAS, i ) i B A1 1 2845 S PR B IR E 15

YRR BV UETS, — Ak 5 & 1 s .
ST A 4T P A A4 B HE, DIT a] LA A
e L1 R A5 SR AL 9 bl 2 3 3 0% 3 44
AT ARG B DV UE 5 A B AR AT ] 35 = 07 407
IERBIENL (CA) , M3HIEE &l LA 471
O PP L R A 20 A DG AR B IE B L 6) 2% 45k
T AL

EMEIERN I, ATRIYE DI AR5l CA ffafE
A2 5 5. CA T AUn] LUB R B & 20 kA xof
S SR P ST BE R B L, %S0
Pl Boe ML T S RS E R WREA
T ASAE O S0 10 R A Rl 4, )
FLT DA [ B B AR 4 L 3 P AR SC RSk 44 B
BUE BRI S 5 1545 8. I AT LUE T DIT skt
KPR BHATIRAE, MITsEI BV AE B4
NI

TR ULI IR, S 7RIS T R A A
A AR e, AN S0 BgE. Bk
A BT A BURIE I Q& s At b T, w4
PERE S, S E TR T CAL

£ DII 1, —ASMuiaf [ 2> CA k13
SA3i515, DL RT PKI AE AR T A CA
AT R I 5 I o D 3 £ A A T Ul . A B
WIS UR, RIERTA CA 7] I B 0 A 4
TP B 1, MTGVERIRF A AT AL, B
2% TS E Wk AT PE N BV 2 3
DV 25, IMTHIEE T Fhoafl CA 5 TRV E i 1k
(RIS

6 AFTEEEREHAATE

A EA R AZ L B (R TP ik
ASN AL ) IR 73 BOAVE B O RO 2 TE 2 A8
M, ANHIRE ke 2] DI R4 L, AT
P67l LU 2 i rp st P e By B AT 38
BERTT S ARSI ML RE B, D5k
Bz L BRIR I LU B
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6.1 IP il &R0 ROA &

DIl &4 LIAEARMARBIA TP Huhk 4 id R4t
(F3Eat b, WAL BGP BiZ (s 8 FREL TP
HBEYV B BN ASN ISR 50 &, BE I 4ES7E DIT &
gih, KRN R SR ENE R . BAATr
FWE 11 fior.

1) 2001: da8::/32 ——»BGP{H A
&S pa 100, <> DRSPS
pk_A4

: i
(2) A: &#EPI42001: da8::/32
M5, FVFASI00R T4

| O BIEWARSIEmE, HROAMZEEAMIRIKA |

HEZEEEET]
|200|:da8::/32 | 32 |

Asv | it |
00 | pkd |

ROA

11 TP Mkl BEE 7 270 ROA 53

W1 ISP A BT HLA 1Pv6 Huhil 7 B HL I3k
54k 2001:da8::/32. ISP A4 [ Al AS %K Aii BGP
TR 1 B A Bk T2 2001:da8::/32. AS path
100 LA A H I APIE B pk 4. %1 A 5Ebr b
SCHL T AN TIfE, — 2N TP ik 2001:da8::/32 Al
A pk_A BT T 485€, 7058 3 g LAy sl
SRIEGAIEZ 1P MuhibfE DI RG T IIAEAG —2H
IP Ml 2001:da8::/32 F1 AS100 34T T 485, 726
8 3 hgg H AT SRR BIE ROA PRGN Ak
APUE R pk 4 LGB Y JRILA ) BGP BT
(update) V9 SR, HARMIIH B XATEA L
I 3

$IE2 ISP A 7E DII R4 A TP Huhik ) s
BORT ASN BUR CRINAL Sy o AT N “ A1
pk_A Pt NI FAHFFA (B ISP A) J2 IPv6 Hh
il 2001:da8::/32 WA, JFilid AS100 A At
IIRTRTEE” o T B, % bl R et B 4y,

T2 T AR P 2 T AR AR e BN ] . il 10
KW, R fede 5 RULE, HAB 54 20K ISP
A FAZHUHE LI BT . ISP A 8% FH 2 Bk
NS, FERARAE S, ORI EE (171 R A ]
TS RAG BT E M, 8558 5 R

W3 WAET REIRE S 5, R IP Huhk
BT T A PUE BAZEGIAT BGP 54511
ASN. SR 556 AIE T TR M EH 25 3R % b i 4
ARG FH AR B, B REAE A A7 it 2 bR (W A7V I
[ ASN. HulkFTa & M AFIEE R, A5 M
5 RUHTINE. W s Ly SRS 2 B
8, EGUEEE. BAE A RIS, K TP
HiuhE R U 45 R ROA {5 BV N0 A UK A

TR IR, B ROA A76if e 4 A ik
A, ZANMZE T DAL ROA,  FFAE ik h 1) 46
WESEE, B BGP #fHds, HEAT BGP Jiihkie
iE, $eTFsH 22l bk T E & X T ROA &
SEA IR, FEAHO T Ao 55 =T AUk
TG TP R T TR AT B R AR A
T ORAAE RS HT RA PE R 51
6.2 ASN ZIBFNIGESFE R R

DIl R4 7] LIFEASE AR BIAT ASN 2t R 40T
Fehib b, JETWCEBLM BGP {5, K ASN (1)
JEAR BAEELE o A URAH, HEIT SCHE AS T #
e AT IRA A T 1) AS BRIRE G AR, 5K
L2 AS SR 4R 5O R B . ASN 43
AT 1P b T, BT W 12 s

(1) ISP B il it B AT ASN S EC LIRS ASN:
200, ISP B [n) HAh AS KA HT 45 S, #5417 ASN:
200 F1i% ASN Fr 8 M A 85 B pk_B. %7 £
LR BGP MR, 457 ASN i # 1 A
G, MIMGEE ASN FIFTE HINK R, HARKITH
SR AATEA R

(2) ISP B RiltHifs ASN: 200 (M3 5%, =&
S R O] pk B TN N (1 FA B 1R B AT 3 (R
ISP B) J& AS200 T A% "7 « K T BiibAEd%,
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(1) prefix X
AS path: ASN: 200
pk_B

ASN: 100

ASN: 300

(3) BanETy i IE R S PIERRE, BRI,
HFEASNIIA (5 BB N A ARA

Ao %&l NEEEEE
it [ 100 | pks |

Bl 12 ASN B IR HETT SRR i ) R

ASN 15 B BAE M 4 e AE e — Bt i|), PR
EAZ Ty, BRI ES IR RSN IR ASN B A #1458
SRR AE T, 8 G A S I

(3) kT B S ), R4S ASN 3R
ASN FTa 3 A HME B Bk 5 Bl as 5 -
KR IR AL, K ASN BT & 15 BAE 6
TEo A KA

B T ASN IR BUG , ASN [H A 4 n] LA
Kk AS ARG RINAT S WUl T sl 2
EA GG, JHAE ASN HIFTE R, U ASN 1)

ADNSR4E
AR 55 4%

TR A

WWW. example .com

P38 A e R ASN A SGAS 5y o S0IE 19 25004
SRS, ¥ AS BRI SBFE OC R A AR 0 A UK A
WA 1o nJ {5 ) 48 Ja ¢ R T LAY H T BGP
PRACBLOON % HM e A I, VT LA 5
6.3 BEERE

DII A PLAEAN 2503 T I AT S84 70 B R 4 1)
Al b, TR R S IR A4 A BCIRAS R S B
DII Z 48 B 44 Fr A AU AT a6 4k o« A Jst 20
13 iR

(D BEFAR P 4 Ol A 4 B
RYG3R1F 4 example.como P A4 755 %38
Yy FHAZIRA RS N RIS IR TP kb 2E 5 2 AT )
DNS R4 . XA (L www.example.com
) il A SR AR IEAE B RE

(2) HF" 4 16 DIl &% LRERAL Y, &%
example.com [FJAHARL, TR %A FHEA A HH
PK 4f5E, BB PRGN AR & A4
a2l EAINE R E A

(3) WAETT s (i O WA S G, AT
DNS F4¢ H 3R H FR P st B (K TP Mk

(O IUEF C FNZP sl @ S IE BT AT AL ;
WIEEEL S, CWELH G,

(5) ZHCW AU URE 5, %34 R T A AL

(2) AfEX Bk EEAT B2 A LS
<example.com, pk>: AEHpkXf N FAEH Y
Fi45 F P A example.com

55 4%

7

(4) CLj B pnigid Ml [
HRBUHRAHEAEE, Bk
HIABE &

RS 5

(1) ASZRL AT BN, FI5HI B4
example.com, s HExF R A R 55 25 P bEE
A B HIDNS R G5 H

L
= (3) cpumipnszzen]| ¥ c
___ [PRIRE AR TP AL m
www.example.comAZlO.l.O.IJ (:I >

DI
(5) ZET R E, HEUE B
5 A\DII R4

Bl 13 Sk B =
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{5 B 5N DI R4,

B 77 T W93k [ £, DIT AT ] B
il ASCERRAE AR I E 2% A
P sty b AT DA R AT AN BEHUEORNIAR SCFAH sk ok v )
%, BAEE S DI A% FIREUM A4 pk AT LGS
Ze 2 AT IR, 5 3 B % A A
FFA IFAA sk A DIT _ERATI A pk X%
BT, RIFAGH sk MR sl 24 A& . 56
R r A W DM RE S AT LR ), SRR
A —ANBERLEL, T AE] pk I % % M il
TR Rk [ SR sk A TR ATLAL, fid 5 (¥ b
PUECES, BEHZ M4 DI R4 F A% PK XS
IS R FAR sk

A T S ARG, 844 ) A m B
HUETILA DNS RGN IR A E B, HRE s B4
P1E DI R4 b, dEmial UHE 7 Fros iy 20k
$Eft DNS %5 .

DA E 3 Bk 20N 45 T Sk B s ) %
WA RCESZ 3 DI &G, — BRI
BUE RS DI &G L5, el LAfE DII &
ge 3 gt e s Rl R g, RdE I S A e
HAEMCE] DIT PP . 75t A i e 5 ) my A
fHERESE 4 WHTARTE A LA . U
(18 [ AT 00 5 53 TR % 252 281 R o LR 1) 4D S s R ek 2
DR, T EORTEE, A SCAFREAS

7 tEXIE

LG P A R ) 2 P R D2 BT
ORI (e o [ b B TREAT 4541 (TETF)
BT A 0 A R R il e it A 9 A
(DINRG) . 7E DINRG, HdHAm K211 B H
T G B I P R A At ) 2 0 A — B
SCPPl; A\ s K Y 25 b it 2 451
Lotk g afi s Lot s n Rmal,
2B TSR FA TN A2 T .

EFX) RPKI [ 0fb )@, Cloud Flare #E i

T RPKI Transparency HAF™ 1, {2 HUJE R
5 H U7 AR A O SRR AT N, G
VAT TR o B ] AR AR BTt 0 1 R AL
JEAE AR, DIT 3 7 A SRR T A D BUECTY
RO TR A SR AR T DB 1, MR
g T b . PR INZR B JE P TR
2% (UPC) 43 MK H Proof of Stake &L HL IP Hh
IRl I BT S S I N &
(UC3M) WIEE T LR T Je 7 X Be e 2 1P
Mok ) ) szt

X KRG o in 8, R oaH
LA EHOLE L T H, W Namecoin'”!, BNS
(Blockstack Naming System) "%, ENS (Ethereum
Naming Service) ! 4%, X867 G H5 H i vk
O IR, H AR R T A AT I R R R A
] . Namecoin F1 BNS 1, DNS % )iy /35K 75
BESANG AT T LA R R I 44 AT 2%, T JeiZaon)
FEATT 5 AT I AIE o X LA IS 44 A AT 2% T Jd ik
BT THI R B O 25 P i A AL R .
ENS 7, 27 b BUAR AT LU il b 45 SREA T IR,
R AR SR ZAT BRI S T4

BEX) PKI (oMbl @, #53kd il 7k ik
Itk (certificate transparency, CT) J7 %!, %77
R NI Log RGER AR KA 1T
AP, [F S Wk ki o il e s A
(monitor) S MM DGUE 5 1 R AT T . — Hf
I CA MM, W de s ) SVE N Mz g
FATE R CT fE— & 28 1 nl DL f# PKI 1A &R
ks SR C A LSTF5 I (BN =S [ RO oyt b 2 W AT 2 D]
%, HBAEFa AT IRA, TR MARA ERHLE
DAk ) R R AT

8 #HRiE

BRI AE N SEIE IR A3 A5 R 4, FLILA
it R A R AE, A BRI NERL 44
SCHE IR R R A i o AR SCAN 220 EL IR
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W At 0t ) 2 OB EAT D R, AR
JIT RO LR AN BOR AT o FLERI B R 524
FERl B AN G B TS AT #3277 K 4R
CUEST - N SHVY A AP 7Y e 9 0 1 o
3 A1 IR AS A T4 TR IR 90 it 38 It 473 15 22k
— MR FONRIGIE, 44 T (A BT A
LN AL RN 583 o AR USRS 73
BNV SN Z i, TR R 1 R A
FERE 25 P ELIBR I At v it 14) R AT 24 o
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